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(Provable) Security For Block Ciphers

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Today, most of the block ciphers that we use In prac
FOX,...) are practically secure:

None of the smart cryptanalysts who attacked them
to break them (yet).
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Today, most of the block ciphers that we use In prac
FOX,...) are practically secure:

None of the smart cryptanalysts who attacked them
to break them (yet).

e Are there constructions that show something Ostr

o |f there are, to what extend are they really Ostron
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Outline

* Basic Security Notions
e Construction 1C

e Construction 2 : KFCE

e Critics

Thomas Baigneres

e The Decorrelation Theo

e The distribution matrix of a
block cipher

¢ |ink between the advantags
of A and the distance betwee
distribution matrices

® Basic properties
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Outline

e Basic Security Notions e Critics

e The Decorrelation Theory Independence of round key

e Construction X e CouldnOt we use the one-

e Construction 2 ; KFC: tme-pad instead?

¢ \\What about cash-timing

: aftacks?
O
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Basic Security Notions
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The Luby-Rackoff Model

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

We considerddimited adversayn the Luby-Rackoff
model;

e computationally unbounded

¢ [Imited tal queries to an orall@émplementing either
¢ a random instance C of the block cipher

¢ a random instance C* of the perfect cipher

® the objective Af being to guess which Is the case.
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model;

d plaintexts
C Or(j*/\(lo or 1
-
d ciphertexts
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The Luby-Rackoff Model

We considerdimited adversaxyin the Luby-Rackoff

model. d plaintexts
C Orc*/\(lo or 1
_—7
d ciphertexts

Adva (C,C') = [PI{A(C)=1] ! Pr[A(C')=1]

Advantage of tddimited adversa#&yoetween C and C*

The block cipher C Is secure If the advaAtagaeaexdligible
for allA Os.
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The Luby-Rackoff Model

We considerddimited adversayn the Luby-Rackoff
model;

d plaintexts
C orc*/\(lo or 1
-
d ciphertexts

A isnon-adaptiviethed plaintexts are chosen Oat onc

A Isadaptive plaintext depends on ciphertexts:i1...,
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The Decorrelation Theory
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Computing Adva (C,C')

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e Computing the advantage Is not a trivial task in (

e Possible solution: use VaudenayOs Decorrelatio

max Adva (C,C*) = 2 11C]* = [ [Vauo3]
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Example !

On the set {1,2,3}, the distribution matrices of the
cipher look that this (at orders 1 and 2):

[C*]l _
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Adaptive vs. non-Adaptive Adversaries

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e The norm used to compute the distance between t\
distribution matrices depends on the kind of advers
consider.
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Adaptive vs. non-Adaptive Adversaries

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e The norm used to compute the distance between t\
distribution matrices depends on the kind of advers
consider.

e |[f A Isadaptive maxAdv 4, (C,C*) = Z[|[C]* ~ [C']||a

[Mla=max  ---max} [Myy|
Y1 Yd

® |f A Isnon-adaptive: max Adva (C,C') = 1|[C¢ — [C]4-

A

S [Vau03]
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Are we done then? Not Quite :-<
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Are we done then? Not Quite :-<

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

M| <

X MY =21 for g
128-bits block cipher
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Tricks for Computing Adva (C, C')

To deal with the size of the distribution matrices:
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Tricks for Computing Adva (C, C')

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

To deal with the size of the distribution matrices:

l

@[Cs0Cqi]% =[C4]9 x [Co] l ... Independent
Lt ,..-=""" permutations
Ca:
l [Vau03]

@ Take advantage of the symmetries of the block cipl
order to compute the distribution matrix of each rot
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Dial C for Cipher
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Description of C

..........................................................................................................

C corresponds to the AES where O addRetindKey
SubBytesO is replaced by mutually independent re
permutations.

AES
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Description of C

..........................................................................................................

C corresponds to the AES where O addRetindKey
SubBytesO is replaced by mutually independent re
permutations.

AES & C » C is made of 9 identical
rounds, followed by a
layer of substitution boxes
 C used6 alo = 160
mutually independent
random 8-bits substitutior
boxes.
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Notations...

¢ A plaintext (or ciphertex{ak a 4x4 array of
elements of GF(256).

¢ The support of a plaintext is the 4x4 array with O
the plaintext has 00s and 10s anywhere else.
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Notations...

¢ A plaintext (or ciphertex{ak a 4x4 array of
elements of GF(256).

¢ The support of a plaintext is the 4x4 array with O
the plaintext has 00s and 10s anywhere else.

plaintext corresponding suppor
K;ch 0x00 Oxaa 0x90 rl el 1
OXc2 0x43 Ox1z 0x01 e 1 1
0X01 0x26 0x00 0x2f s 0 1
OXtl 0x00 0x55 0x7b Rt 1 1
B

weight pattern4 2 3 4
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Shape of [S]*

Denoting one layer of substitution bd@xes of

Sz 1y = Lsupp(z@2!)=supp(y@y!)
(@), (y:y") 16 qw(z®a')

where g = 2°
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Shape of [S]*

Denoting one layer of substitution bd@xes of

[S]Q , - 18Upp($@$!):supp(y@y!)
(xax')a(yvy') q16qW(aj@aj')
where ¢ = 2°
PS
2 | |
[S] y X | SP I

PSxx 1 = 11 =supp(xt x)

SPy yyn =1y :supp(y@y!)q_mq_w(w
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Shape of [C]

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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Shape of [C]

Considerin@ reduced to 3 rounds:

5 PS| | | [L]? PS| | | [L]? PS| | |
[C]:__!ISP 2 I B K | . N sp
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Shape of [C]

Considerin@ reduced to 3 rounds:

PS

=L )]
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Shape of [C]

Considerin@ reduced to 3 rounds:

PS

=L )]
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Shape of [C]

Considerin@ reduced to 3 rounds:

PS [L]? PS L]? PS

= | |t e [T [t Wt [T [ws)t | sp
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Shape of [C]

PS [L]? PS L]? PS

= | |t e [T [t Wt [T [ws)t | sp
i)t B 7
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Shape of [C]

Considerin@ reduced to 3 rounds:

=)

~ ) 69 [ G B ) e

= | Ev]u O]t [W]! [T [ws]! | sP

L]

PS

W andL are625 x 625 matrices.

Thomas Baigneres
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Advantage against 2-limited Adversaries

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Using the previous expressi@iof , We manage |
theexactwalues of

SIC = [CTlla  and IIICK —[C Il

which appear to be the same.

r 23 4 S5 067 8 9 10 11 12

BestAdv 1 2! 4. 2! 23 2—45 2! /1 2! 126 2—141 2—163 2! 185 2—210 2—238
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KFC
the Krazy Felistel Cipher
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What about Higher Orders?

¢ \We did not manage to prove the seclitggainst
highekl-limited adversariesdfor 2.

¢ |[dea: try to bound the advantage of thelimeised
adversary by that of the ldes}-(imited adversary.

Perfectly random permutatiovs. Perfectly random functi

different inputs different inputs

| |

" g

different outputs Independemutputs
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Rand. Permutations vs. Rand. Functions
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Rand. Permutations vs. Rand. Functions

..........................................................................................................

2 correlatedhputs distinct on each box input
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Towards a new Construction
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e Non negligible risk of collis
after a F box.
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Towards a new Construction

e Non negligible risk of collis
after a F box.

e Use the Osandwich technic
to obtain (almost) pairwise
Independent inputs before
layer of random functions.
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Towards a new Construction

e Non negligible risk of collis
after a F box. LS TEEE —

—

—

— —

e Use the Osandwich technic
to obtain (almost) pairwise @~ _————
iIndependent inputs before1 | .
layer of random functions. {7 FEEE —

e The construction Is not e

Invertible. We plug it in a Fe
scheme. O— EEEE —

-a-8a-8alaBa-
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Results obtained on KFC

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

¢ \Vith this approach, we manage to prove the sec
against adversaries up to order 70 (for an unrea
set of parameters).

e The bound is not tight at all It IS certainly pos
Improve our results.
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¢ \Vith this approach, we manage to prove the sec
against adversaries up to order 70 (for an unrea
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Improve our results.
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Critics !
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Requirements & Uncovered Attacks

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e C might never bt, say, RFID tags (in the best c:
need 160kB of memory to store the tables).

e \We proposed so-called Oprovably secureO bloc
¢ ... which are not provably secure against all kno

¢ e.g.,C Is not provably secure against cache atta

Thomas Baigneres Practical Decorrelation - ESCO



Requirements & Uncovered Attacks

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e C might never bt, say, RFID tags (in the best c:
need 160kB of memory to store the tables).

e \We proposed so-called Oprovably secureO bloc
e ... which are not provably secure against all kno
¢ e.g.,C Is not provably secure against cache atta

e OYou should worry about things that are not in t
security proofs.O (Preneel, ESCO08)
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On the Decorrelation Theory

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e The Decorrelation Theory tells more than what v

* Resistance against 2-limited adversaries Is su
resist basic LC and DC.

 Resistance againslithited adversaries Is sufbc
to resist iterated attacks of arder

e The constructions that we proposed are not bas
decorrelation modules (perfect constructions up
given order, possibly weak beyond). We rely on
symmetries within the constructions themselves
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On the Independence of the Round Keys

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

e Our proofs assume that the rounds are mutually
Independent.

¢ This Is not true In practice: thousands of bit of
randomness are derived from a 128 bit key.

e Using a cryptographically secure PRNG, we car
If an attack applies on the block cipher with the |
schedule, booton the block cipher with mutually
independent rounds, then PRNGOs sequence ¢
distinguished from pure random.
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Pessimistic View (not my favorite one)

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

¢ Should we use BBS or QUAD In practice?

e \Well... since we need more bits of randomness t
generate the boxes than the number of bits we ¢
allowed to encrypt, why not use the bits as a on
pad... and throw away all the construé&lons?
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Optimistic View

¢ The assumption about the independence of the
keys has nothing to do with the block cipher itse
with the key schedule.

e |f a Oprovably secureO block cipher is broken b
against which it should resist, it should be sufbc
make Iits key schedule stronger.

e Making sure that the distribution matrix of the bl
cipher considered Is close to that of the perfect ¢
appears to be very natural. Independently of the
schedule, it seems to be a strong security argun
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